7. MEGAVOICE

breaking the silence

Using Md5Checker to Verify Folder or Player Contents

To ensure the integrity of audio messages that are transferred to customers or when loaded to a player,
MegaVoice has begun performing an MD5 checksum test on all its audio message folders.

To learn more about MD5 checksum, click on the link below:

https://www.youtube.com/watch?v=2tuRHBkvbgs

The checksum file will be stored in the root of the audio message and transfer with the audio message —
whether it is to another computer, a Dropbox account or to a player. This checksum file will be ignored by
MegaVoice players during playback and will not cause any problems with the performance of the player.

By including the original checksum values within the audio message folder, the same checksum test can be easily
performed against the audio folder once it reaches its destination. Verifying this will ensure the following:

e None of the original files are missing
e No new files have been added
e The files in the target destination match those from the source (no truncation or corruption)

This document will provide instructions on how to acquire and use a free utility named “Md5Checker” to
perform the MD5 checksum calculation against all files in an audio folder, save the checksums to a special file
and then perform the verification after the audio folder has been copied elsewhere or loaded to a player.

1. If you don’t have Md5Checker, click on this link ( www.getmd5checker.com/download ) to download the correct
program for your operating system. In most cases, the download file will be saved to your “Downloads” folder,
but you may choose to save it elsewhere. The downloaded file is a ZIP file (compressedfolder).

2. Once the download completes, navigate to where you saved the file, extract the ZIP file contents and copy the
program (the “Md5Checker.exe” file) to your desktop or other location of your choice. If you store the program
in a location other than your desktop, you can create a shortcut to it from your desktop. Md5Checker is a simple
self-contained program. There is no installation.

Md5Check...

3. Once Md5Checker is ready, double-click on the icon to start the program.
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4. This is the screen you will be presented when the application starts.

a.

Md5Checker provides online help with FAQs that address the most common questions. From the menu,
click on Help | Online Help.

File Edit Yiew Tools Help

H SR X )0 |8 @) @0

Save SEach STo | Add Rermowe Clear | Start Copy CMDS | Locate | Ophions

(= ANE) | 5, N/AQ) 2 Unknown(8) 2 Loaded(8) i New(0) € Failed(0) @ Passed(0)

MName In Folder Current MD5 Saved MD3
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Before using the application, let’'s make sure the recommended settings are selected. Click onthe “Options”
icon on the tool ribbon. The Options dialog has 4 tabs with various settings. They are shown below. Please
make sure your settings match. After making changes, click on “Apply” to save them and then “OK” to exit the

Options dialog.

Options > Opticns 7 >
Add  save Integration Advanced Add  5ave  Integration Advanced
[liauto start checking.: Default MDS file name Md5 item delimiter
Add falders i) Uge the folder name. (®) Space-asterigk ™ *”
Indude: @Speufy‘aﬁlenam () Two spaces ™ ™
[== v] | CHECKSUM | O vertical bar °|"
Exdude:
| WPSettings.dat; thumbs.db; *.log | Line feed Path delimiter
Recurse subfolders, (®) DOSWindows (CR-LF) (® DOS/Windows ™\
() UNIX Linusx {LF) () UNIX fLinusx ™™
() Macintoch (CR)
Save To
[ ] always save full path.
Cancel Apply Cancel Apply
Options Opticns 7 >
Add  Save Integration  Advanced Add  Save Integration Advanced
System [ Janork in low priority {Take effect next adding/checking).:

[]iAgzociate with MDS files.i
|:| Create Program Groups shortout,

[ ]add to shell context menu,
[ ]Aadd to Send To menu.

Cancel

Apply

Store |ast folder used.
Code page

65001 (UTF-8) ~

Hide diglogs (Hold the Shift key down to show)

Add Options Save Options

Reset all settings to default. Default

Cancel Apply
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Now that we have Md5Checker set up and ready for use, let’s get started.

If you are a typical user that has received an audio message from MegaVoice and are loading players with audio
you have received from MegaVoice, go to Basic: Checking an audio message received or loaded.

If you are an advanced user that produces audio messages for distribution to others, go to Advanced: Branding
audio messages for distribution.
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Basic: Checking an audio message received or loaded

Most users will only need to verify that the audio they received from MegaVoicehas not been damaged in
any way during transit, or that a player loaded with that audio has the complete message.

If Md5Checker is open and has already been used to check a message, first click on the “Clear” e icon

on the tool ribbon to clear the previous list of files.

A The easiest way to open a new audio folder in Md5Checker is to drag the folder into the white grid
area of the screen. This will also work for a player (volume) or a microSD card loaded in a cardreader.

e¥

Click on the A2 “Add (folder)” icon on the tool ribbon. Make sure the player is connected tothe

computer, navigate to the audio folder you wish to check, and click the “Open” button.

A Note the presence of the MD5 file in the root. If there is not an MD5 file in the root, notify the
audio department at MegaVoice.

Look in: | |, B2695_itm_rtpp_english_spanish_v1 v| @ [f £® [

Mame . Date modified

b0 9/20/2016 14:28

|, 002 9/20/2016 14:27
[l_, B2695_itm_ntpp_english_spanish_v1_m3.md3 ] 1172772016 07:41

| fmset.bed 7472016 1734

£

File name: |t0pen cument folder)

Files of type: | Al Files (*7)

Options
Auto start checking.
Indude in folder: | * *

Exclude in folder: |

Recurse subfolders. Save settings. [ |
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4. Assoon as you click on “Open” (or “drop” the folder in), Md5Checker will automatically begin to load all
the files, compute checksums and compare them against the MD5 file present in the root. This is because
“Auto start checking” is checked on the Open dialog.

5. While the checksum is being verified, the progress status will be displayed at the bottom of the screen.
Once complete, you get a summary count of all the files discovered and compared against what was stored
in the MDS5 file. Each of the summary buttons (circled in red) may be clicked and only the files within that
group will be displayed.

In our example below, all files passed the checksum comparison and there were none that were missing,
added or failed the checksum test (different). The number shown in “All” should equal the number shown
in “Passed”.
v Md5Checker - C\Test Messages\B2695_itm_ntpp_english_spanish_v1_m5\ ... = =
File Edit View Tools Help
= &= W W o
Ho% W X D00 0| x| m
[ . L . T Al Pl | C4_ b T oy
= ANf1592) | 1y NAAD) 2 Unknown(0) 2 Loaded(D) _ig MNew(D) @ Failed(0) 0 Passed(15392)
MName In Folder Current MO Saved MD3 ~
efmset.bd: C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3 2BCD5DF1B28B39B20A402673232130F13  2BCD3DF1B28BI9BA0A49267332130..,
0031.m 3 CA\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\0024003\029  B7F9A2FSOFFEDO2DOYE425485507T966C  BTFIA2FSOFFEDO2DOYE4254805D796. .
p g Pp_eng p
0030.mp3 C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m30024003\029  4F32FC125DFFB452B7F0G3ASEDFO3COS  4F52FC1250DFFB432B7F0G3ASEDFD3..,
ODEQ.m 3 CA\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\0024003,028  C96AD98535300F6TOCA1CCIES158CE...  CO96ADIR535300FE70CH CCIES158C..,
p g Pp_eng p
0 028.mp3  C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\0021003,029 6CDE203BA83F40E3F46BEBE351FICERR2  GCDE203BA5F40E3F46BESE3ST1FICER..
002?.m 3 CATest Messages\B26%5_itm_ntpp_english_spanish_v1_m3\002\003\029  544A1D4753F57908215849B3D4B31EAS  544A1D4733F579D8215849B3D4B31...
p g Pp_eng p
0 026.mp3  C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\0024003,029 BE53F5319E927567225B31030E2132B9  BES3F3519E927567225B31D30E2132B9
GDES.m 3 CA\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\002\003\.02%  0BC35CE497E39FDDFDABEDS94411FAT0  OBC33CE49TEI9FDDFDABED394411F...
p g Pp_eng p
9024.mp3 C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m30024003\029  A5203A01473BBEOF47736C4ABIB03EA4T  AS203A01473BBESF4A7V36CAB3R038E..,
0023.m 3 CA\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\002\003\.029  TE2B673B25058F43FCT164496349CFED  VEZBET3BE3038F43FCT164496349CF...
p g Pp_eng p
GDEE.mpB C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\0024003402%  3CCF297199B23004B21BATIR0A020B49  3CCR297199B823004B21BATIRIA080..,
0021.m 3 CA\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\002\003\.02%  87B171027C1B85B6TFECCDFBBFFEBC... 87B171027C1BB5B67TFECCDFBBFFGE...
p g Pp_eng p
9 020.mp3  C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m30024003\029  SE564FOCO412FEAET15FFAABDEIERSFY  SES64FDCO412FEAET15FFAABDEIER. .
0019.m 3 CA\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\002\0031.029 DADOTD2FDFFF1136710DF3F741EBGESE  D4DOVD2FDFFF11536710DF5F741EBG...
p g Pp_eng p
9018.mp3 C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m30024003\029  44DADF15053FA4CTOR16AFBATFE026...  44DADFI15D3FA4CTORT16AFBATFE0Z. .,
GD‘I?.m 3 CA\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\002\003'.029  7F62316EBS429A084C1BE5363EABT06S  TFB2316EBG429A084CT1BE5363EABI0...
p | Pp_eng p
9016.mp3 C\Test Messages\B26%5_itm_ntpp_english_spanish_v1_m3\0024003402%  73922C1664A0E09AFEASE4T1CBEEFDSBS  73922C1664A0E09AFEASEAT CBEEFD...
GD‘IS.mDB CM\Test Messages\B2695 itm ntpp enalish spanish v1 m5\0024003\029 90BOD3F44D13B9E63427C9836026C237 90BOD3F44D13B9E63427CI836D26C...
€ >
1592 items
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6. Now let’s check a player that was loaded with the same audio message.

7. Clear the previous contents and simply “drag” the player volume into the white grid area of Md5Checker. Due to
the presence of the MD5 file in the root, the check process will begin automatically. In our example, the player is
IIF:\”.

8. This screen example shows the checking process in progress. 93 files out of the total 1592 have been checked
(and “Passed”) as is seen in the status message at the bottom of the screen. “Loaded” shows 1499 files waiting
to be checked and will reduce to zero once complete.

File Edit View Tools Help

HSHE X D0 | B B | @ m

Save SEach STo | Add FRemowe Clear Stop Copy CHMDS | Locate | Options
& AN(1592) 8 N/AD) 2 Unknown(0) 2) Loaded(1499) i) New(D) QFailedtﬁ] opassed{gé‘.}

MName
Ofmset.bct
@ 031.mp3
@ 030.mp3
@ 020.mp3
@ 028.mp3
@ 027.mp3
@ 026.mp3
@ 025.mp3
@ 024.mp3
@ 023.mp3
@ 022.mp3
@ 021.mp3
@ 020.mp3
@ 019.mp3
@ o1z.mp3
@ 017.mp3
@ 016.mp3
@ 015.mp3
£

In Folder

F
FA0024,003,029
FA0024,003,029
FA0024,003,029
FA00240034029
FA00240034029
FA00240034029
FA00240034029
FA00240034029
FAD02\003,029
FAD02\003,029
FAD02\003,029
FAD02\003,029
FAD02\0034029
FAD02\0034029
FADO2\003\029
FADO2\003\029
FADO2\003\029

Current MD35
2BCD3DF1B2BB3%BR0AA9267332130F13
B7F9A2FS0FFEDO2D0SE425489507966C
AF52FC125DFFB452BTFOEIASEDFO3CO9
CO6ADSE535300FE70CA1CCIES158CE..
GCDE203BE5F40E3FAEBERE3S1FICERE2
344A1D4753F57908215849B3D4B31EAS
BE33F53519E927367225B31D30E2132B9
0OBC35C2497E39FDDFDABED304411F4TO
A5203401473BBEOF4TT36C4B3B038A
TE2B673BB3058F43FCT164496349CFD
3CCF297199B23004B81BAT389A080B49
87B171027C1BE5BETFECCDFBBFFEBC...
SE364FDCO412F6AET 1 3FFAABDBIEBSFY
D4DOTD2FDFFF1156710DFSF741EBGASE
44DADFY15D5FA4CT0E16AFBA1FE026...
TF62316EBG429A0B4C1BA5I6IEABT 06
73822C1664A0E00AFE4SE41 CBEEFDSBS
90BOD3IF44D13B9EG3427C9836026C237

Saved MD5
2BCD5DF1B2BB3%BR0AA9267332130.
B7F9A2FS0FFEDO2DOSE42548350796
AF52FC125DFFB452BTFOEIASEDRDS..
COEADSE535300FE70CHCCIES158C
GCDE203BE5F40E3FA6BEREIST1FICER
34441D4753F57908215849B83D4B31..
BE33F5519E927367225B31D30E2132E
0OBC353C2497E39FDDFD4BED 39441 1F
A5203401473BBESFATT36C4E3B038.
TE2BE75BA50538F43FCT164496349CF,
3CCF297199B23004B81BAT3894080,
87B171027C1BE5B6TFECCDFBEBFFEE
SES64FOCO412FEAET 15FFAABDBIEE.,
D4D0OTD2FDFFF1156710DFSF741EBG.
44DADFY15D3FA4CT0E16AFB41FE02
TF62316EBS429A0B4C1BB5363EARTD
73822C1664A0E00AFE4SE4 CBEEFD.
90BOD3F4401369E63427C3236026C. ¥
>

93/1592 items checked - FAD0Z2\00310284089.mp3

9. When the process completes, the number for “Passed” should equal the number for “All”. If not, you will need
to investigate the differences and resolve them. See Example of how Md5Checker detects problems for failure

examples.
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Advanced: Branding audio messages for distribution

This section is for those that prepare audio messages and distribute them to others for the loading of players.
Once an audio message is complete and ready for distribution, it should be “branded” with an MD5 checksum
file. The file will be stored in the “root” of the message and will be included as part of the message whenever
and however it is distributed to others.

ﬂ b
If there was a previous list of files loaded, first click the Clear | «Clear” icon. Then click on the *99  “add
(folder)” icon on the tool ribbon or, from the menu, choose Edit | Add/Open to add the audio folder that is to be

“branded” with checksums.

A The easiest way to open a new audio folder in Md5Checker is to drag the folder into the white grid area
of the screen. This will also work for a player (volume) or a microSD card loaded in a card reader.

You will get the following “Open” dialog. Here you will navigate to the source audio folder for the checksum
calculation. Once you navigate to the folder desired (so that it appears in the “Look in” field at the top), click the
“Open” button.

V) Open | x |
Look in: , B2695_itm_rtpp_english_spanish_v1 w (} ¥ -
Mame ’ Date modified Ty
, 001 9/20/2016 14:28 Fi
, 002 972072016 14:27 Fi
| fmset.bet /472016 17:34 Te
£ >
File name: (Open current folder) Cpen
Files of type: | Al Files *%) W Cancel
Options
Auto start checking. [ ]check new mds items only.
Indude in folder: ® = W
Exdude in folder:
Recurse subfolders. Save settings, [_|
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Once you click “Open”, the application will begin to load all the files and calculate checksums for each. They
are displayed in the “Current MD5” column for each file. The initial calculation is pretty fast and a progress
baris displayed on the bottom of the screen. When the process completes, “Loaded” will be zero and “New”
should be the grand total of files in the audio message (which should also match the number shown for “All”).

File Edit View Tools Help

H R

Save S Fach

HL*XD@@@

sl LAdd Berpoe Clegr [ Stagt | Copy CIADD

&

Locate | Options

All(1592)

y NJAMD) 2 Unknown(0) 2) Loaded(0) L) New(1592) @ Failed(0) 0 Passed(0)

Mame

.%.-'fmset.txt
L0I.mp3
L030mp3
Linza.mp3
inzamp3
A027.mp3
i026.mp3
AJ025.mp3
A024.mp3
Ap23.mp3
022.mp3
Li021.mp3
Ai020.mp3
L019.mp3
Lo1gmp3
L017.mp3
<

In Folder

C:\Test MessagestB2695_itrn_ntpp_english_spanish_v1_m3

C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m35\...
C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
C:h\Test Messages'B2695_itm_ntpp_english_spanish_v1_m3\...
C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
Ch\Test Messages\B2695_itrm_ntpp_english_spanish_v1_m3\...
Ch\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
Ch\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
C:h\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
C\Test MessagestB2695_itm_ntpp_english_spanish_v1_m3\...
C:\Test MessagestB2695_itrm_ntpp_english_spanish_v1_m3\...
C:\Test MessagestB2695_itm_ntpp_english_spanish_v1_m3\...
C:\Test MessagestB2695_itrm_ntpp_english_spanish_v1_m3\...
C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m35\...
C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\...
Ch\Test Messaqes\B2695_itm_ntpp_english_spanish_v1_m3\...

Current MD3 Saved MD3
2BCD5DF1B28B3%B20A49267332130...
B7F9A2FS0FFEDO2D0SE42548950796...
AF52FC1250FFB452BTFOE3ASEDFOS...
CoeADIE535300FET0CAICCIEST SR ...
6CDE203BA5FA0EIFAGBERE3STFICER. .
S44A1D4753F579D8215849B3D4B31EAS h
BES3F3519E527567225B31D30E2132B%
0BC35CE497E3SFDDFDABED594411F...
AS5203A01473BBESF4T7I6CAB3B03E...
JE2B675B85058F43FCT164496349CF...
ICCF257199B23004B81BAT3AIADRD. .
87B171027C1B85B6TF6CCDFBBFFEE...
SESB4FOCO41 2FEAET15FF4ABDBIER. ..
D4D07D2FDFFF1156710DF5F741EBG. ..
A4DADFS15D5FAACTOR16AFBA1FED2. ..
TF62316EBS423A084C1BAS363EAB0..,

1592 itemns
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=

. . . ST
5. Once the checksums have been calculated, we want to save them to a single file. Clickon the ° (Save to)

icon on the tool ribbon. You will be presented with a dialog like that below. The default location is the “root” of
the audio folder that was just used to calculate the checksums. This is where we want to save the file.

The filename defaults to “CHECKSUM.md5” but it should be changed to match the name of the audio message
(as in the example below). This file contains the entire list of files and their associated checksum values. Click the
“Save” button to save the file.

A Md5Checker does offer an option to use the folder name as the name of the MD5 file, but that only
applies to the “Save” function, which creates a checksum file in each folder of the audio message. We donot
recommend using this method, but rather “Save To” which generates a single file of checksums for all the files in
the message.

Save i_n:II |, B2695_itm_rtpp_english_spanish_v1 |§ & B E-

Mame ° Date modified

Ju 00 9/20/2016 14:28
) 002 9/20/2016 14:27

£

File name: | B2695_itm_ntpp_english_spanish_v1_m&{md5

Save as type: | MD5 Files {*md5)

Options

Md5 item delimiter: () Space-asterisk () Two spaces () Vertical bar
Line feed: (@) DOSWindows () IND¥ /Linux () Macintoch

Path delimiter: (@ DOSMWindows () UNIX/Linux

[ ] always save full path. Save settings. [ |
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6. Once you click the “Save To” button, the file will be created and the main screen will populate the “Saved MD5"”
column with the values, which are identical to those in the “Current MD5” column.

V] Md5Checker - C\Test Messages\B2695_itm_ntpp_english_spanish_v1_m5\CHECKSUM.md5 ... = =
File Edit View Tools Help
1Y 1Y e

H oW R X O O‘U u‘,z D

Save SEach STo | Add Clear Start Options

All(1592) | &y N/AD) 2D Unknown(0) 2) Loaded(0) _i, Mew(0) @ Failed(0) 0 Passed(1592)

MName In Folder Current MD5 Saved MD3 Q
OFmset.bct C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3 2BCD5DF1B28B39B20A49267332130F13  2BCDSDF1B28B39B20A45267332130F13

0 031.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m35\.. B7FRAZFS0FFEDO2D0IE425489507966C  BTFOAZFO0FFEDOZDOOE425489507966C

0 030.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 4F52FC125DFFB452B7FO63ASEDFO3COS  4F52FC125DFFB452BTFOB3ASEDFO3CO9

0 029.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m35\.. C96AD98535300F670C41CCIES158CBEC  C96ADYE535300F670C41 CCIES158CEBEC

0 028.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 6CDE203B85FA0E3F46BEBE3ST1FICEBS2  6CDE203BE5F40E3F46BESE3S1FICERE2

0 027.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 544A1D4753F579D8215849B3D4B31EAS  544A1D4733F579D8215849B3D4B31EAS

0 026.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. BE33F3319E927567225B31D30E2132B9 BE53F53519E927367225831D30E2132B9

0 023.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 0BC35C8497E39FDDFD4BAD504411F470  OBC35CB49TEIOFDDFDABED 59441 1F470

0 024.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. A5203A01473BBGOF4TT36C4B3B038A41  AS203AD1473BBEOF4TTI6CAEIB038A4T

(/] 023.mp3  C:\Test Messages\B2695_itr_ntpp_english_spanish_v1_m3\.. TE2B6T3B83038F43FCT164496349CFED TE2B675B85058F43FCT164496349CFED

(/] 022.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 3CCF297199B23004B81BAT380A080B49  3CCF297199B23004B81BATIB0A0B0B49

(/] 021.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m35\.. 87B171027C1B85B6TFECCDFEBFFEBCO4  87B171027C1B85B67F6C CDFBEFFEBCOY

(/] 020.mp3  C:\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\.. 3E564F0C0412FGAET15FF4ABDESEBSFS  SES64FOCO412FGAET15FFAABDBIEBSFY

Oo Smp3  CA\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\... DADO7D2ZFDFFF1136710DF5F741EBEE5E  DADOTDZFDFFF1156710DF3FT41EBGESE

Oo 8mp3  CA\Test Messages'\B2695_itm_ntpp_english_spanish_v1_m3\... 44DADFI15D5FA4CTO616AFBA1FE02614A 44DADFI15D5FA4CTOE16AFBA1FE0261A

Oo 7mp3  CA\Test Messages\B2695_itm_ntpp_english_spanish_v1_m3\... 7TF62316EB9425A084C1B23363EAB1069  TF62316EBS429A084C1BE5363EAB 1069

@ 016.mp3  C\Test Messaqes\B2695 itm ntpp enalish spanish w1 m3\... 73922C1664ADE09AFE49E41CBEEFDSES  73922C1664A0E09AFE49E41CBEEFDSES e
< >
1592 items

7. At this point, we have “branded” the selected audio message with the official checksums. This audio folder may
now be copied or transmitted elsewhere.

8.

A If any of the files within this folder are changed in any way, even if they are only renamed or moved to
different folders, the checksum process must be re-run and a new checksum file created, replacing the previous
file. This must be done before transmitting this audio folder.

A It is not recommended to use foreign language characters in folder or file names. This may be
problematic for recipients of the audio to check it on their end. Please see Using foreign language characters in
folder or file names for details.

The “.MD5” file in the root folder is intended to travel with the audio message so that it can be verified by
others once received. Every recipient should be instructed to verify the contents once they have received and

saved it to

their computers.
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Example of how Md5Checker detects problems

1. To illustrate how Md5Checker will notify of differences detected when running the check against a folder where
some of the files have been tampered with, we will intentionally make the following changes on a player loaded
with a message that includes an MD5 checksum file. The player is the “D:” volume on the computer.

a. Move file D:\001\001\001\001.mp3 to D:\ (the root)
b. Add file “New Text Document.txt” to folder D:\001\001\001\
C. Move file D:\001\001\002\001.mp3 to folder D:\001\001\001\
Cl
2. In Md5Checker, to perform the check against the player, click on the il “Clear” icon, then click on the
gr
Add

“Add (folder)” icon. Navigate to the player (drive D:) and click the “Open” button (or simply “drag” the
“D:” volume to the screen). Scanning begins immediately. From left to right, here are the results:

a. Onefileis flagged under “N/A”. This is the missing 001.mp3 file we moved from D:\001\001\002\ to
D:\001\001\001\. The checksum file has record of it but is reporting it’s no longer there.

b. Two files are flagged under “New”. The first is the 001.mp3 file we moved from D:\001\001\001\ to the
root. The second is the “New Text Document.txt” file we added to folder D:\001\001\001\.

c. Onefileis flagged under “Failed”. This is the 001.mp3 file moved from D:\001\001\002\ to
D:\001\001\001\. The checksums for that file do not match.

d. All the other files passed (matched) because they were not moved or tampered with.

File Edit View Tools Help

H W2 X O

Save SEach STo | Add Clear

9 ﬁ@‘.xz

= All(1594) Ay NZA(T) 2) Unknown(0) 2) Loaded{0) i New(2) Q Failed(1} 0 Passed(1590)
MName In Folder Current MD3 Saved MD3

i

Options

¥, 001.mp3 D:ADDT\DOT\DD2 7F2A1727D37B80121CCEBIBICTER3D

EAI(1594) i, N/ACT) 2 Unknown(0) '2J Loaded(0) | i New(2) |€) Failed(1) @ Passed(1590)

Mame In Folder Current MD3 Saved MD5
iJoo mp3 D CAB425DDAABS52054F30403E6809E056
i)Mew Text Documenttt  DAD0T\001\001 D41DECD%3F00B204E9800598ECFE42TE

E AI(1594) 8 N/A(T) 2 Unknown(0) \2) Loaded(0) i) New(2) € Failed(1) @ Passed(1590)
MName In Folder Current MD3 Saved MD3
€3 001.mp3 D00 TW001N001 TF2A1727D37BB0121CCEBS83CTER3D4S  CAB425DDAABS52054F304D3E680GEC
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Check list for distribution of new audio messages

1. Make sure the new audio message is complete! “Complete” means:
1.1. All files and folders have been correctly defined and verified for contents.

1.2. Any renaming of files or folders has been done. Avoid using foreign characters in file or folder names. See
Using foreign language characters in folder or file names for details onthis.

1.3. The message has been fully tested on the target player for correct playback and navigation.
2. Create an MD5 checksum file for the new audio folder.

2.1. This process assumes MD5Checker has been configured correctly per the instructions in Using
Md5Checker to Verify Folder or Player Contents.

2.2. Open MD5Checker and drag the new audio folder into the application grid. Alternatively, you can usethe
r
Add

“Add folder” icon.

2.3. Once all checksums have been calculated, save them to afile:

=

2.3.1.Click on the 5 To (“Save To”) icon. Do not use “Save” or “S Each”!

2.3.2.Change the suggested name of the MD5 file from “CHECKSUM” to the full name of the audio message.
For example, if the audio message folder is named“B1234 ITM Hebrew French”, the MD5 file should be
named “B1234 ITM Hebrew French.md5”.

2.3.3.Save the file. “Save To” will, by default, save the file to the “root” of the audio message folder.

B

Cl
2.4. Test the newly created MD5file. Either click the o (Clear) button then drag the audio folder into

MD5Checker to execute the test, or close and restart MD5Checker and perform the test. The results should
show that #All = #Passed = #expected files. If the results are not good, step #2 should be repeated.

3. When transferring the audio message, the MD?5 file will “travel” with it since it is contained in the root folder.
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4. Once the message has been transferred to any new destination, no matter to where, the first thing that
should be done is to check the transferred message in MD5Checker. All files should show as “Passed” (the
number for “All” should equal the number for “Passed”). This will ensure no corruption occurred during the
transfer.

4.1. If MD5Checker does not show that the number for “All” equals the number for “Passed”, the results
should be closely examined to determine where exactly the problem(s) lie.

4.2. If all the files are present, but some of them show as “Failed”, that indicates that there were problems
during the transfer and the “Failed” files are somehow corrupt. In that case, the transferred folder
should be deleted on the target computer, copied again and checked again.

4.3. If there are other errors, such as some files show as “New”, “N/A” or “Unknown”, that indicates that the
MDS5 file does not match the contents of the folder it is attached to. The reasons for this could be many,
most likely the target folder was changed after the MD5 was created. In this case, the process should be
started over.

5. If any changes to the message must be made, they should be made on the source computer and the entire

process started over from the beginning.
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Using foreign language characters in folder or file names

1. |If the audio folder that is being checked contains folders and/or files with foreign characters in their names, it is
necessary to make sure that the same code page that was in use on the source computer is set in MD5Checker
so that it can correctly execute the comparison. If this is not done, then MD5Checker will see all the folders and
files with the foreign characters in their names as either “N/A” or “New” because they don’t match against the
MD5file.

1.1. For this reason, it is not recommended to use foreign characters in file or folder names. It adds a
level of complexity to the verification process that is unnecessary. It is best to identify and replace
all foreign characters with a different character that is universal.

2. But if you do receive an audio message like this, you will need to request the sender provide you with the code
page that was in use on the source computer when they created their MD5 checksum file.

3. If the sender does not know what code page is active on their computer, it is easy to determine.

3.1. Have them open a command prompt window. From the Start menu, key in “command prompt” in the
“find” box. Then click on the “Command Prompt” item that should be displayed above.

3.2. In the Command Prompt window, key in the command: chcp.

3.3. The active code page number will be displayed.

o Command Prompt

tsohep
Active code page: 437

A

4. Have them send the active code page number to you.
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il
. . . Options . .
5. Once you have the active code page number, in MD5Checker, click on the “Options” icon on the

tool ribbon, and then select the “Advanced” tab. Click on the “Code page” drop list, find and select the

matching code page. Then click “Apply”.

| Add | Save | Integration | Advanced |

[ ] work in low priority {Take effect next adding /checking).
Store last folder used.

Code page

Default
Default ~

1252 [AMSI - Latin I

57004 (ISCII - Tamil)

1144 {IBM EBCDIC - Italy (20280 + Eura))

20002 (Eten - Taiwan)

366 (OEM - Russian)

10001 (MAC - Japanese)

502325 (IS0-2022 Korean)

8565 (OEM - Mordic)

1145 (IBM EBCDIC - Latin America/Spain (20284 + Eur
10021 (MAC - Thai)

1146 (IBM EBCDIC - United Kingdom (20285 + Euro))
pd864 (OEM - Arabic) ]
10029 (MAC - Latin II)

____|52936 (HZ-GB2312 Simplified Chinese) ||
863 (OEM - Canadian French)
28592 (IS0 8353-2 Cenfral Europe)
1250 (AMSI - Central Europe)

6. Try the MD5 comparison again to see if it succeeds thistime...

7. If the active code page number sent to you did not work, try any of the code page numbers in the list that
reference the language in question and try again (there may be several).

8. A Once you are finished checking this audio message folder, remember to reset the code page on
the Options "Advanced" tab back to “Default”.
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Important Notes

A If the SLS program (officially unsupported now) is used to load a player with an audio message folder that
contains an MD5 checksum file, keep in mind that SLS will only copy MP3, WAV or WMA type files. There is no
way to force SLS to copy the MDS5 file. But if you want to verify a player after it has been loaded, you can
manually copy the MD5 file from the source audio folder to the root of the player and then execute the test.

Using Actions or SaberCopy does not have this problem, as all the files in the selected audio message will be
copied to the target.

A The presence of the MD?5 file on the player does not cause any problems with the navigation among the
files on the player. The file is simply ignored by the firmware. The following players have been tested to verify
this: Companion, Connect, Envoy E/2E series, Envoy S/2S series, and Messenger 5.x/6.x.

A If someone in the field reports a problem concerning the contents of an audio message, and the copy
they received does not include the MD5 file in the root, it is possible to send them the associated MD5 file along
with instructions on the use of the Md5Checker program so that they can check their audio message. All they
would have to do is to copy the MD5 file to the root of their copy of the message and execute Md5Checker
against it.

The MDS5 file, even though it was generated after the fact, will still work correctly. If there are
differences, Md5Checker will find them.

A If you are trying to check an audio folder that has foreign language characters in the folder or file names
and some of them are not passing the test, see Using foreign language characters in folder or file names.
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